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DETAILED ACTION 
Response to Amendment 

1 . This action is in response to the communication dated March 22, 2005 with the 
amendment to claims 7 and 23. 

Claims 7-48 are pending. 

Response to Arguments 

2. Applicant's arguments with respect to claims 7-48 have been considered but are 
moot in view of the new ground(s) of rejection. Applicant's arguments focus on the 
combination of features introduced by the amendment with elements that already 
existed in the claims. The new material is rendered obvious by Blake-Wilson et al. 
(6,336,188), Reeds, III et al. (5,153,919), Maruyama et al. (5,883,960), Diffie et al. (Re. 
36,946), Chen et al. (5,784,463), Quick, Jr. (6,260,147), Venkatesan et al. (6,209,093). 



Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claims 27 and 38 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 
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The phrase "said private key" of claim 27 and "said ephemeral public key bP" of 
claim 38 lack antecedent basis. 

Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

6. Claims 7-8, 23-24, 27, 38 and 48 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Blake-Wilson et al. (6,336,188) with Diffie-Hellman (New Directions in 
Cryptography) incorporated herein by reference (see Blake-Wilson, col. 2, lines 42-46). 

a) As to claims 7, 27, 38 and 48, Blake-Wilson discloses a key agreement 
method between a pair of entities i and j (col. 1 , lines 62-63, i.e. first correspondent or 
base station and second correspondent or mobile station, correspondingly), each 
correspondent has a respective identity (col. 2, line 19), the first correspondent having a 
private key and a public key derived therefrom (col.1, lines 63-64), the method 
comprising of each participant generates a public/private key pair, wherein the public 
key along with user's name are made public, while the private key must be kept secret 
(see Diffie-Hellman, incorporated by reference from Blake-Wilson, page 644, right 
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column, second paragraph; page 648, left column, fifth paragraph) which anticipates 
steps a-b. 

Blake-Wilson discloses entity j computing a shared secret key k' from entity i's 
public key and j's private key (col. 2, lines 4-6) anticipates step c; entity j using shared 
secret key k' to compute an authenticated message on entity identities i, j and entities 
public session keys and forward the authenticated message to entity i (col. 2, lines 7-10) 
which anticipates steps d-e; entity I computing a shared secret key k' using entity j's 
public key and i's private key (col. 2, lines 13-15) anticipates step f; entity I verifying the 
received authenticated message (col. 2, lines 11-12) anticipates step g; entity i using 
shared secret key W to compute an authenticated message on entity identities i, j and 
entities public session keys and forward the authenticated message to entity j (col. 2, 
lines 16-20) anticipates steps h-i; entity j verifying the received authenticated message 
(col. 2, line 21 ) anticipates step j; both entities I and j computing a short term shared 
secret key utilizing a respective entity's session public and private keys (col. 2, lines 23- 
26) anticipates step k; entities i, j use one key for confirmation and second key as 
session key for subsequent use (col. 3, lines 59-61) anticipates step I. 

Blake-Wilson discloses the random challenge element in computing the 
authenticated message (col. 3, lines 19-52) which anticipates random challenge 
parameter in computing MAC (steps d, h and k). 

b) As to claim 8, Blake-Wilson discloses entities i and j exchange 
information in a digital data communication system. It is inherently understood that the 
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first correspondent is a mobile station and the second correspondent is a base station 
(col. 1, lines 62-63). 

c) As to claims 23-24, Blake-Wilson discloses the MACs computed in steps 
d and h, each incorporating a value, the values being distinct form each other wherein 
value used in the mobile station MAC is 2 and the base station MAC is 3 (Figs. 2-3). 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 9-11, 13-14, 22, 28-29 and 39-40 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Blake-Wilson et al. (6,336,188) in view of Reeds, III et al. 
(5,153,919). 

a) As to claims 9-10, Blake-Wilson does not disclose secure communication 
being a call originated by the mobile station and secure communication being a call 
terminating at the mobile station. 

Reeds discloses the secure communication is a call originated by the mobile 
station (col. 1, lines 21-24) and call terminating at the mobile station (col. 3, lines 40-45). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to employ the use of having a call originated by the mobile station and having 
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a call terminating at the mobile station in the system of Blake-Wilson as Reeds teaches 
to establish secure communication between two entities such as mobile and base 
station. 

b) As to claims 11 and 13, Reeds discloses the secure communication is 
data exchange between the stations and data exchange is used for financial 
transactions (Fig. 8; col. 10, lines 8-21). 

c) As to claims 14, 28 and 39, Reeds discloses the service provider could 
supply each mobile with its own pair of private and public keys (col. 2, lines 30-31), the 
second correspondent obtains the public key from a service provider of the first 
correspondent (col. 3, lines 8-23; col. 8, lines 5-6). 

d) As to claims 22, 29 and 40, Reeds discloses the second correspondent 
is a service provider of the first correspondent (Fig. 1 ). 

9. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Blake- 
Wilson et al. (6,336,188) in view of Chen et al. (5,784,463). 

Blake-Wilson does not disclose data exchange is used for internet browsing. 

Chen discloses data exchange is used for internet browsing (col. 2, lines 10-12). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to employ the use of internet browsing for data exchange in the system of 
Blake-Wilson as Chen teaches to strengthen security in data communications over the 
Internet. 
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10. Claims 15-16, 30-31 and 41-42 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Blake-Wilson et al. (6,336,188) in view of Reeds, III et al. (5,153,919) 
and further in view of Diffie et al. (Re.36,946). 

Blake-Wilson and Reeds do not disclose the service provider obtainin g the 
public key by a manual exchange at a distributor outlet. 

Diffie discloses the public key is transmitted to the service provider by a manual 
exchange using a dial-up connection (col. 5, lines 61-63). Diffie does not disclose dial- 
up connection, however it is quite know in data communications art. It would have been 
obvious to one of ordinary skill in the art at the time of the invention to employ the use of 
dial-up connection so as to provide variety of means to exchange public key. 

11. Claims 17-18, 32-33 and 43-44 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Blake-Wilson et al. (6,336,188) in view of Reeds, III et al. 
(5,153,919), further in view of Maruyama et al. (5,883,960). 

Reeds discloses the ESN number is installed in the mobile unit by the 
manufacturer at the time the unit is built, however Blake-Wilson and Reeds do not 
disclose the service provider obtains the public key by an exchange at manufacture 
time. 

Maruyama discloses the mobile unit public keys are written during the 
manufacture of the mobile units (col. 9, lines 15-19). 

It would have been obvious to one of ordinary skill- in the art at the time of the 
invention to employ the use exchanging public key at manufacture time in the system of 
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Blake-Wilson and Reeds as Maruyama teaches so as to provide variety of means to 
exchange public key. 

12. Claims 19-20, 34-35 and 45-46 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Blake-Wilson et al. (6,336,188) in view of Reeds, III et al. (5,153,919) 
and further in view of Quick, Jr. (6,260,147). 

Blake-Wilson and Reeds do not disclose service provider obtains public key by 
an over-the air exchange and the exchange is secured using a password. 

Quick discloses the service provider obtains public key by an over-the air 
exchange and the exchange is secured using a password (Fig. 1; col. 2, lines 30-47). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to employ the use exchanging public key over the air exchange in the system 
of Blake-Wilson and Reeds as Quick teaches so as to provide variety of means to 
exchange public key. 

13. Claims 25 and 37 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Blake-Wilson et al. (6,336,188) in view of Venkatesan et al. (6,209,093). 

Blake-Wilson do not disclose using elliptic curve to compute the private keys, 
public keys and MACs. 

Venkatesan discloses the private, public keys and MACs are computed using 
elliptic curve cryptography (col. 10, lines 33-53). 
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It would have been obvious to one of ordinary skill in the art at the time of the 
invention to employ the use of elliptic curve cryptography to compute public, private 
keys and MACs in the system of Blake-Wilson as Venkatesan teaches so as to make 
the system more efficient. 

Allowable Subject Matter 

14. Claim 21 , 26, 36 and 47 are objected to as being dependent upon a rejected 
base claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 

Conclusion 

15. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dieu Nguyen whose telephone number is 571-272- 
3873. The examiner can normally be reached on M-F 6:00-2:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is (703) 872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 571-272- 
2100. 



Minh Dieu Nguyen 

Examiner 

Art Unit 21 37 
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